ENKA

«3HKA UHLLAAT BE CAHAWN A.LL.»
NOUTUKA NO 3ALLUTE UHOOPMALUUN

Cuctema ynpasneHus 3awwuTol uHdopmaumm (ISMS) 6bina cospaHa ans 3aluuTbl
KOHPUAEHLMNANBHOCTH, LEeNIOCTHOCTU U AOCTYNHOCTU MHGOPMaLMK B KoMnaHum «IHKA» 3a
CYET MPUMEHEHMSA NPOLLECCOB YNPaBIEHUSA aKTUBAMM U PUCKAMW U AA YBEPEHUS
3aMHTEPeCcOBaHHbIX CTOPOH B TOM, YTO YrNpaB/ieHMe PUCKaMM OCYLLECTBAAETCA Ha eKaLLUM
obpasom. Cuctema ynpasneHua 3aLMTon MHGOPMaLLMKN ABNAETCA YAaCTbO KOPNOPATUBHbIX
npoLeccoB 1 0bLei CTPYKTYpbl ynpasaeHna komnanumn «IHKA». Mpouecchbl 3aLuThl
MHOPMaLMK BblIN YUTEHBI B KOHCTPYKLMM U 31EMEHTaX yrnpasieHns MHGOPMALLMOHHBIX
cUCTEM M MaclTabrpoBaHbl B COOTBETCTBMM C NOTPEOHOCTAMM KoMNaHUM «IHKA».

KomnaHuna «3HKA» nepelwna Ha ncnosnb3osaHue ctaHaapTa ISO 27001: 2013 B kavecTBe
pekoMeHAaLMKN B COOTBETCTBYHOLLLEV 06/1acTU GYHKLUMOHMPOBaHNUA CUCTEMbI yNpaBAeHUA
3alWnTON MHPOPMaLMK. YKa3aHHbIN cTaHAAPT 3GPEeKTUBHO NCMONb3YeTCA B MpoLeccax
KOMMNaHMU C LLeNbo AeMOHCTPALLMKU cnocobHOCTM KomnaHun «9HKA» cooTBeTcTBOBaTbL
TpeboBaHMAM B chepe 3amTbl MHGOPMALLMK, MPeSbABAAEMbIM K BHYTPEHHUM U BHELUHUM
3aMHTEPeCcOoBaHHbIM INLLAM.

KopnopaTtusHas noauTtuKa no 3awmute nHGopmaLMm o3Ha4aet TpeboBaHuA, onpeseneHus,
npaBswuaa, NPaKTUKK, 06A3aHHOCTU M paboyne NPoLEeCChbl, NOArOTOBEHHbIE COMACHO
COOTBETCTBYHOLMM 3aKOHAM M CTaHAAPTaM Ha OCHOBe bu3Hec-TpeboBaHW, COBMECTUMbIX C
KOPMOpaTUBHbLIMM AEN0BbIMMU LEefAMU KomnaHun «IHKA», n obecneymsaet LOCTUKEHWE
TaKMX KOPMOPATUBHBIX AEN0BbIX Lieneit KomnaHum «IHKA».

B 370V CBA3M pyKOBOAMTENN BbICLLETO 3BEHA KOMNaHKK «9HKA» BO Bcex onepaumax
KOMMaHMK, OCYLLECTBNAEMbIX B paMKax ee CTPEMIEHUA CTaTb OAHOM M3 yHLIMX U
MHHOBALMOHHbIX KOMMAHWUI U3 YUC/IA UHKEHEPHO-CTPOUTENBbHBIX KOMMaHWU,
OCYLLECTBAAOLLMX CBOO AeATENbHOCTb N0 BCEMY MUPY, U B COOTBETCTBUU C €€ MUCCUEN No
pa3paboTKe, CTPOUTENLCTBY M caaue (BBOAY B SKCMIyaTaLmio) 6e3onacHbiX,
BbICOKOKAYeCTBEHHbIX 1 SKOHOMUYECKM 3DPEKTUBHbBIX 06LEKTOB CTPOUTENLCTBA, 06A3aNach
obecneunBaTb 3aWuTy MHPopmaLmmn komnanum «IHKA» 1 ee 3aMHTEpPECOBAHHbIX WL,
3aWmLLaTb MHGOPMALMOHHbBIE PECYPCbI, COOTBETCTBOBATb TPEOOBAHUAM U OXKUAAHUAM B
cdepe 3aWuThl UHGOPMaLIMKN B 06 bEME MPUMEHUMbIX TPEOOBAHWIN U MEXAYHAPOAHbIX
CTaHAAPTOB, NOBbILWATL 3IGDEKTUBHOCTb 3aLLUUTbI MHPOPMALUK MyTEM CUCTEMATUHECKOTO
ynpaBaeHua puckamu, obecneynBaTb MHGPACTPYKTYPHYIO U SKCMIyaTaLMOHHYIO
6e30MacHOCTb, a TaKXKe rapaHTUPOBaTb, YTO BCe PabOTHMKM ByayT AelCTBOBATL B paMKax
MONWUTUK U NpoLLeAyp KOMMaHWUK B chepe 3aLmTbl UHGOpMaLLUK.
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Monutuka B chepe 3aluTbl UHOOPMaLMK, pa3paboTaHHas 41a 3ToM Lenu, byseT oTBevyaTb
cnefytoWwmnm 0CHOBHbIM Tpe6oBaHMUAM:

1. OcobeHHOCTH opraHu3aLum
e OnpeneneHne BHYTPEHHNUX 1 BHELLHWX Npobiem
* OLIEHKa 3a1HTepPeCcoBaHHbIX CTOPOH 1 BHELLHWX Npobiem

e ObecneyeHwue COﬁI’IIO,CI,GHMH Tpe60BaHVIl‘;I 3aKOHOAATe/IbHbIX N HOPMATUBHO-MPaBOBbIX
adKTOB U AOrN0BOPHbIX obs3aTenncTs

2. /lnaepctBo U PyKOBOACTBO
e OnpepgeneHne 3a4ay 3aLWmnTbl MHGOPMaLUK
e ObecneyeHue 3aLLUTbl 3HAHWUI, KOTOPLIMK pacrionaraeT KOMNAHUA
* [lopaepKKa HenpepbIBHOTO COBEPLUEHCTBOBAHMA 3aLLMTbl MHGOPMALMK
° YCTaHOBNEHWME OPraHN3aLMOHHOW CTPYKTYPbI 3aLLMThl MHGOPMaLLK

3. MNnaHupoBaHue
e [InaHMpoBaHMe cNocob0oB BbINOHEHMA 33434 3aLMTbl MHbOPMaLMK
* OueHKa 3$pGeKTUBHOCTM Y PUCKOB ANA PA3/IUYHbIX BUAOB AeATENbHOCTU
* YnpaBneHne 0CHOBHbIMU PUCKAaMWU 1 MepbI MO UX NpeaynpexaeHnto

4. Noppepxka

* PacnpepeneHne HeobXoAMMbIX PECYPCOB AJ1A CO3A4aHUA, BHEAPEHUA U HENPEPbIBHOTO
COBepLUeHCTBOBAaHUA CUCTeMbI yNPaBAEHWA 3aLMUTON HPOpMaLIMK

* [IpoABUNKEHWNE TPEHWHIOB A/1A PAa3BUTUA KOMMNETEHLIMIA, KOTOPble MOTYT NOBAUATL HA
3¢ PeKTUBHOCTD 3aLLUTbl MHOPMALMM

¢ [loBbILLEHME 0CBEAOMAEHHOCTU PaboTHUKOB KomnaHuK «IHKA» (ENKA) o Cucteme
ynpasneHua 3awwuTot Hdopmaumm (ISMS) 1 0OTBETCTBEHHOCTU 3aUHTEPECOBAHHBIX JIULL
3a Cuctemy ynpasneHus 3awmToin nidopmaumm (ISMS)

e ObecneyeHune paboTbl C AOKYMEHTALMEN M 3aNUCAMM, COAEPIKALLMMMU KOPTIOPATUBHYIO
MHdopmaLumto
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5. 3kcnnyaTauma
e ObecneyeHune BbINOIHEHWA NPOLLECCOB MO NaaHy
® PaccMoTpeHMe PUCKOB M 31eMEHTOB YNpaBieHNUaA B pe3ynbTaTte 3aniaHUPOBaHHbIX
N3MeHeHU
* 3awmTa MHGOPMALIMOHHbIX PECYPCOB KaK B 3/1IEKTPOHHOM, Tak 1 B U3MYeCKoW cpese

6. OueHKa 1 coBepLUeHCTBOBaHWe

* MOHUWTOPUHT U U3MepeHne pe3ynbTaTUBHOCTYU, JOCTaTOYHOCTU, COOTBETCTBUA U
a¢pdekTMBHOCTU CUCTEMBI YNIPABNEHUA 3aLLUTON MHDOPMALLMK

* MOHWTOPWHT, lOBEAEHME U OLEHKA COObITUI 3aLLMTbl MUHPOPMALIUK

* [IpoBeseHWe perynapHbIX ayAuUTOB

* BbicTpanBaHue CTPYKTypbl CUCTEMbI YNPABAEHWA 3aLWUTON MHPOPMALMK, He
[0MyCKatoLLeli NOBTOPHOrO BO3HUKHOBEHWUA HECOOTBETCTBUM

e [IpoBeAeHNE MOHUTOPUHIA, U3MEPEHNA, OLLEHKN U aHaNn3a AenCTBUN

e CootBeTtcTBME TPE6OBAaHMAM cTaHAapTa ISO 27001

MexmeT Tapa
FeHepanbHbIv AnpekTop u
MNpepacepazesf UdlonHuTenbHOro Komuterta
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